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Abstract: 

Nowadays data security plays a vital ro le where confidentiality, authentication and integrity are given major importance. All 

worldwide hackers are becoming increasingly active. Therefore it is rapid ly becoming more important to protect our data. There 

are numerous procedures used to make data transmission with protection and Cryptography is one of them. The global medium 

for serving confidentiality of transmitted data is Cryptography. This project provides an application to encrypt the data thereby 

combin ing Armstrong numbers and color codes  to generate secret key as the password in turn to decrypt the file which is hybridly 

encrypted using Blowfish and AES algorithm.  
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I. INTRODUCTION  

 

Data security has a major impact for securing data when         

it comes to accurately maintain ing the confidentiality, 

authentication and integrity of data.  Transmission of 

informat ion at h igher levels is really difficult  due to the 

presence of hackers. The main goals of cryptography are 

access control and non-repudiation. It consists the process of 

encryption and decryption. In terms of encryption and 

decryption there’s a need of some secret data which is 

normally  referred  to as a key called  as the secret key. This 

secret key is used for both encryption and decryption 

depending on the cryptography mechanism. While for 

different mechanis ms, the keys used for encryption and 

decryption may be completely different. The planned system 

provides 2 algorithms i.e . Blowfish and AES for encryption 

and decryption process and 2 different techniques i.e 

Armstrong number and color code for generating secret key. 

Since the previously proposed system provided single 

algorithm which was used for encryption but it provided low 

security and hence our system looks to provide hybrid security 

comprising of two algorithms for encryption. Also the 

increased length of Armstrong number gives high security 

making it difficult for hackers to decrypt the data. 

  

II. LITERATURE S URVEY 

 

1. Cryptography 

 

Cryptography is the study of masking information i.e. a  

technique to convert plain text into cipher text . Cipher text is 

the message or data in unreadable format. Transformation of 

plain text  into cipher text  is done with the help of key which 

can be a secret key or a public key. Th is entire process is 

entirely an encryption process. Decryption is the reverse or the 

opposite process of encryption in which cipher text is  again 

converted back to plain text with the help of the secret key. 

  

2. Color Code 

 

 Any available color is the combination of three co lors i.e. 

Red, Green and Blue in preset quantities.  

The figure below depicts RGB representation. Here the values 

of Red, Green and Blue represent each pixel and any color can 

be solely represented via 3-d imensional RGB cube. RGB 

model uses total of 24 b its allocating 8 bits for each  color. 

Henceforth the colors are used as identification for 

authentication purpose. 

 

 
Figure.1. Color Diagram 

 

3. Armstrong number  

 

An Armstrong number is an n-dig it base m number such that 

the total of its base m dig its raised to the power n  is the 

number itself. Hence 153 is an Armstrong number as a result 

of 1^1+5^5+3^3 =1 + 3125 + 27 = 3153.  

 

4. Blowfish Algorithm 

 

Blowfish is a symmetric encryption algorithm that utilizes the 

same secret key to encrypt and decrypt messages. It is a block 

cipher i.e . it splits up a message into fixed length blocks 

during encryption and decryption process. The block length 

for Blowfish is 64 bits. The messages that are not mult iple of 

eight bytes in size must be padded. 
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Figure. 2. Working of Blowfish Algorithm 

 

Blowfish comprises of two parts: Key-expansion and Data 

encryption. During the key expansion, the key provided as 

input is transfigured into several sub key arrays i.e. total 4168 

bytes. There is a P array which is 18 32- b it boxes and there 

are S-boxes called as salt boxes which are four 32-bit arrays 

with 256 entries each. After the loading of string, the first 32 

bits of the key are XOR
ed

 with  P1 which  is the first 32-bit box 

in the P-array. The second 32 b its of the key are XOR
ed

 with 

P2 and so on until all 448 or fewer key bits have been XOR
ed

. 

Encrypt all the zero string utilizing the Blowfish algorithm, 

using the modified P-array above to get a 64 bit block. 

Replace P1 with the first 32 b its of the obtained output, and P2 

with the second 32 bits of the obtained output. Then use the 

entire 64 bit output as an input into the Blowfish cipher to get 

a new 64 bit block. Substitute the next values in the P-array 

with the b lock. Reiterate  for all the values in the P-array and 

all the S boxes in order. 

 
Figure. 3. Steps of Blowfish Algorithm 

5.     AES  

AES stands for Advanced Encryption Standard algorithm 

which is a block cipher that uses an encryption key and 

performs several iterat ions of encryption. It is an encryption 

algorithm that works on single block of data at a time. In case 

of standard AES encryption, the block is of 128 bits or 16 

bytes in length. The term “iterations” refers to the way in 

which the encryption algorithm stirs the data re-encrypting it 

ten to fourteen times depending on the length of the key. AES 

encryption uses a single key  as a part o f the encryption 

process. The key can be 128, 192 or 256 b its in length. The 

term “128-bit encryption” refers to the use of a 128-b it 

encryption key. With AES both encryption and the decryption 

are performed using the same key and hence it is called a 

symmetric encryption algorithm.  

 

AES algorithm STEPS: - 

 

1. Attain the set of round keys from the cipher key.  

 

2. Init ialize the state array with block data (p laintext). 

 

3. Add the init ial round key to the rise of state array. 

 

4. Conduct nine rounds of state manipulation. 

 

5. Perform the tenth and final round of state 

manipulation.Copy the final state array out as the encrypted 

data (cipher text). 

 

 
Figure. 4. Working of AES Algorithm 

 
1. Security Using Colors and Armstrong Numbers

[1]
 

The existing techniques involve the use of keys involving 

prime nu mbers. There are two techniques, Armstrong number 

and color code for generating a symmetric key which will be 

additionally used to perform coding of data in this system. The 

sender is conscious of the specified receiver to whom the 

informat ion ought to be sent. The set of three key values are 

added to the native color values and encrypted at the sender’s 

side. The actual data is encrypted using Armstrong numbers. 

At the receiver’s side, the receiver is aware of his own color 

and other key values. The encrypted color from the sender is 
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decrypted by subtracting the key values from the obtained set 

of color values. It is then experimented for a match with the 

color stored at the sender’s database. Only when the colors are 

united the actual data can be decrypted using Armstrong 

numbers. 

 
2. Secure Data Communication using  AES Algorithm, 

Palindrome Number & Color Code
[2]

 

In this paper, a modern encryption technique that uses AES 

algorithm using color code and palindrome numbers for 

encrypting any type of file  which provides more security  is 

implemented.  In this system a new encryption technique that 

uses AES algorithm using color code and palindrome numbers 

for encrypting any type of file which gives more security than 

other approach. This paper presents a technique to transmit  

data over the network in set of three keys i.e. palindrome 

number, alphanumeric random key  and ASCII value of color 

code. Crypt-analyst can easily find out the key but however in 

this approach, a mixture of palindrome number and color code 

which is used for encrypting the data. In the same way, 

decryption will also be done at receiver's side by using inverse 

of encryption process. 

 

3.  Security using Colors, Figures and Images
[3]

 

The presented methods use the concept of RGB co lor model to 

hide the encrypted contents. In this method the encrypted 

contents are transformed to a bitmap image. It uses two 

methods for encryption. The first technique uses concept of 

color only, and the second method combines geometric figures 

with color codes to keep the information out of sight. These 

two methods can be used as new techniques of generation 

steganography. 

 

Table .1. Summary of Paper Referred 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

III. PROPOS ED METHODOLOGY 

 
Figure. 5. Flow of the Project 

 

The proposed system comprises of admin  and users. The 

admin has to login to get authenticated to the system. Once 

logged in, the sender has the ascendancy to add users to the 

system to whom informat ion can be shared whenever required. 

On adding new user, system produced password for user will 

be created and sent to user on their email address. Now for 

uploading file  the admin will first select the color code 

according to his preference and concatenate with system 

generated Armstrong number. This will result in generation of 

secret key which will be provided for encryption and 

decryption of the data. The admin will fu rther select an 

appropriate file  to upload. The admin  can select one or more 

users to whom the file has to be sent. After selecting the users 

the file  will get encrypted using Blowfish algorithm and the 

resulting output will be further provided as input to AES 

algorithm. Henceforth  the file  will be uploaded and the 

previously generated key is sent to the receiver’s email 

address as provided. Now the receiver has to log in to the 

system to download the appropriate file. Once logged in, user 

will p ick out the file  to be downloaded. The user will enter the 

key received on his email and decryption of file will be done 

using AES first and then Blowfish algorithm. Finally the user 

will received  the orig inal data. We have opted for Blowfish as 

our security mechanis m because it provides higher levels of 

security as compared to other symmetric key algorithms. The 

execution speed of Blowfish is 3.97sec with respect to DES 

having execution speed 5.99sec. 

 

IV. SYSTEM DES IGN  

 

1. Data Flow Diagrams 

o Data Flow Diagram at Admin side 

 

 
Figure. 6. Data Flow Level 0  

Ref. 

no. 

Paper Name Methodology 

 

[1] 

 

Security Using Colors and 

Armstrong Numbers 

 

Armstrong 

number + Color 

code. 

 

[2] 

 

Secure Data 

Communicat ion using 

AES Algorithm, 

Palindrome Number & 

Color Code 

 

Palindrome 

number + Color 

code and 

encryption 

using AES 

Algorithm. 

 

[3] 

 

Security using Colors, 

Figures and Images 

 

Color code for 

Key, Color 

code+ 

Geometric 

figure 
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Figure. 7. Data Flow diagram Level 1  

 

 
Figure. 8. Data Flow diagram Level 2  

 

 
Figure. 9. Data Flow diagram Level 3  

 

o Data Flow Diagram at user side 

 
Figure. 10. Data Flow diagram Level 0 

 

 
Figure .11. Data Flow diagram Level 1 

 

 
Figure. 12. Data Flow diagram Level 3 

2. Usecase 

 
Figure .10. Use Case diagram of Sender  

 

 
Figure .11. Use Case diagram of Sender  

 

V. PROCESS  MODEL US ED – SPIRAL MODEL 

 

We have used Spiral model for the build out of our project. 

 

 
Figure. 12. S piral Diagram 

  

1) Spiral model is one of the evolutionary development 

process models having most realistic approach to the 

development of large systems. 
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2) It  is best suited model for any type of software 

development. 

3) This model is preferred when the development of the 

project starts and it is possible that the work may  stop due to 

any reason and if such situation arises then which step must be 

taken to solve the respective problem should be known in 

advance which is because of risk analysis. 

 

VI. IMPLEMENTATION 

Our pro ject is successfully implemented using the following 

softwares:- 

 

1. ASP.NET 

ASP.NET is more than the next version of Active Server 

Pages i.e. ASP. It is a unified web development plat form that 

gives services needed for the developers to build enterprise-

class web applications. While ASP.NET is largely syntax-

compatible with ASP, it also provides a new programming 

model and infrastructure that permits a powerful new class of 

applications. You can migrate your existing ASP applications 

by incrementally adding ASP. NET functionality to them. 

ASP. NET is a compiled. NET Framework-based 

environment.  You can author applications in any .NET 

Framework compatib le language, including Visual Basic and 

Visual C#.  Additionally, the entire .NET Framework p latform 

is available to any ASP.NET applicat ion.  .net Framework: 

The. NET Framework is Microsoft's Managed Code 

programming model for building applicat ions on Windows 

clients, servers, and mobile o r embedded devices. Microsoft's 

.NET Framework is a software technology that is available 

with several Microsoft Windows operating systems. 

 

2. Microsoft SQL Server  

Microsoft SQL Server is a relat ional database management 

system developed by Microsoft. As a database server, it 's a 

software package with  the functions of storing and retrieving 

data as requested by different software system applications 

which can run either on a similar computer or on different 

computer across a network. A management system uses only 

its relative capabilities to manage the information stored in its 

database. A management system might support many sorts of 

languages for description data and accessing the database. 

 

 
Figure.13. Admin upload file 

 

 
Figure. 14. User Download file  

 
Figure.15. Original File 

 

 
Figure .16. Encrypted using Blowfish  

 

 
Figure. 17. Encrypted using Blowfish and AES  

 

VII. CONCLUS ION 

 

Throughout the project there are many methods currently used 

in authentication system that have few disadvantages because 

of which, the confidentiality of data is lost. So to circumvent 

all such loss of data and crucial informat ion we can make use 

of QR code in authentication. 

 

VIII. FUTURE SCOPE 

 

o Use any other symmetric algorithm as an addition to 

currently available combination of Blowfish and AES 

algorithms to provide higher security. 

o We can grant privileges to the users. 

o Different class of data such as audio, video and images 

can be encrypted. 
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